In the recently developed algebraic attacks applying to block and stream ciphers ([1-5]), the concept of algebraic immunity (AI) is introduced in [6] and studied in [6] [7] [8] [9] [10] [11] [12] [13] [14] . High algebraic immunity is a necessary condition for resisting algebraic attacks. In this paper, we give some lower bounds on algebraic immunity of Boolean functions. The results are applied to give lower bounds on AI of symmetric Boolean functions and rotation symmetric Boolean functions, etc. Some balanced rotation symmetric Boolean functions with their AI near the maximum possible value ⌈ n 2 ⌉ are constructed. For Boolean functions with their algebraic immunities fixed, we also proved a (lower and upper) bound on the Hamming weights of their restrictions to affine subspaces.
I Introduction
A Boolean function of n variable is a function f : F n 2 → F 2 , where F 2 is the field of two elements. Boolean functions including the vectorial Boolean functions (that is g : F n 2 → F m 2 ) are widely used in block and stream ciphers, f.g., in combination or filter generators or S-boxes. The weight of a Boolean function wt(f ) = |S 1 (f )|, where S 1 (f ) = {(x 1 , ..., x n ) : f (x 1 , ..., x n ) = 1} and | * | is the cardinality of the set. Any Boolean function has its algebraic normal form (ANF) f (x 1 , ..., x n ) = a 0 + Σ i 1 <...<it a i 1 ,...,it x i 1 · · · x it ,where a 0 , ..., a i 1 ,...,it , ∈ F 2 . The (algebraic) degree of f is the number of variables in the highest order term in the above ANF. The Boolean function of degree 1 is called affine form. Given a Boolean function f of variables, a n variable Boolean function g is called its annihilator function if gf = 0, or equivalently, g is zero at all points of S 1 (f ). A Boolean function is called balanced if the number of points in S 1 (f ), wt(f ) = 2 n−1 . The distance of two Boolean functions f and g is defined as d(f, g) = |S 1 (f − h)|. The nonlinearity of a Boolean function is N L(f ) = min l {d(f, l)} where l takes over all possible affine forms. It is known that Boolean functions used in the practice of cryptography have to satisfy some criterion, f.g., their degrees and nonlinearities have to be high.
Algebraic attack is proposed recently to block and stream ciphers (see [1] [2] [3] [4] [5] ). Because of the successful algebraic attack to several keystream generators, now it is interested to understand the algebraic immunity AI(f ) of a Boolean function f , which is introduced in [6] and the general properties of AI of Boolean functions are proved in [6] [7] [8] [9] . High algebraic immunity is a necessary condition (but not sufficient) for resisting algebraic attacks. It is known that the AI of a n variable Boolean function is less than or equal to ⌈ n 2 ⌉. In [10] , the algebraic immunity of symmetric Boolean functions is thoroughly studied. The AI of elementary symmetric Boolean functions is explicitly determined and some symmetric functions of maximum possible AI are constructed. All symmetric Boolean functions of maximum AI with 6,10,12,14,16 variables are explicitly given. Some general properties about the AI(f ) and non-linearity N L(f ) of a Boolean function f is proved in [11] [12] [13] [14] and some general constructions of Boolean functions with maximum possible AI based on [10] are given in [14] .
The algebraic immunity of a n variable Boolean function is defined as follows( see [6] [7] [8] [9] [10] , [14] ).
Definition. Let f be a Boolean function on F n 2 , its algebraic immunity AI(f ) is defined to be the smallest number k, such that, there exists one Boolean function g of degree k which is the annihilator function of f or 1 + f .
We need to recall the following known results about AI of Boolean functions. Theorem 1. (see [6] [7] [8] [9] [10] [11] ) Let f be a n variable Boolean function we have 1)
Theorem 2. (see [7] ) Let f be a Boolean function of n variables. Suppose wt(f ) ≥ 2 n − 2 n−d . Then any annihilator of f has its algebraic degree at least d.
The basic idea of this paper is that Theorem 2 can not be applied directly to balanced Boolean functions. As far as our knowledge, there are quite few explicitly given Boolean functions with maximal possible AI and people do not know much about the conditions of lower bounds for algebraic immunity of Boolean functions. The main contribution in this paper is by using Theorem 2 to the restriction of Boolean functions to some affine subspaces of F n 2 , we present a method to obtain some lower bounds on algebraic immunity for balanced Boolean functions. In this case, it is possible that the restriction of the annihilator function to the affine subspace is zero. However if the affine subspaces are taken sufficiently many, this consideration leads to some useful results on the lower bound of Boolean functions.
The following Theorem 3, Corollary 4 , Theorem 5, Corollary 6, 7 and Corollary 8, 9 in III are the main results of this paper.
is an affine subspaces with dimension t (respectively s), such that , the numbers of support of the restrictions of f to L 1 and
either the annihilator function of f with minimum possible degree (respectively the annihilator function of 1 + f with minimum possible degree) has its degree at least d or; 2) the annihilator functions of f with minimum possible degree (respectively the annihilator functions of 1 + f with minimum possible degree) are zero on L 1 (respectively on L 2 ).
When Theorem 3 is applied to the balanced Boolean functions and codimension 1 affine subspace we have the following simple conclusion. The proof of Corollary 4 is a direct application of Theorem 3.
Corollary 4. Let f be a balanced Boolean function on F n 2 and l is an affine form on F n 2 .
2) the annihilator functions of f with the minimum possible degree or the annihilator function of 1 + f with the minimum possible degree contain l as a factor.
In the section III we can use the main result to give lower bounds on algebraic immunity of some symmetric and rotation symmetric Boolean functions by using sufficiently many affine subspaces.
We also have the following Theorem 5 about the Hamming weight of the restrictions of Boolean functions to affine subspaces by fixing the algebraic immunity.
Theorem 5. Let f be a Boolean function on F n 2 with AI(f ) = d + 1 and L be any affine subspace of F n 2 with codimension r. Then the Hamming weight of the f restricted to L satisfies Σ
Corollary 6 (see [11] [12] [13] ). Let f be a Boolean function on F n 2 with maximal possible im-
When the result applied to symmetric Boolean functions we have the following result.
Corollary 7 Let f be a n variable symmetric Boolean function. Then f can not have the maximal possible algebraic immunity ⌈ n 2 ⌉ in the following two cases. 1)When n is odd and wt(x) ≥ ⌊ n 2 ⌋ , f (x) is 1 only when wt(x) is odd (or only when wt(x) is even), f (x) can be arbitrary for wt(x) < ⌊ n 2 ⌋. 2) When n is even and wt(x) ≥ n 2 − 1, f (x) is 1 only when wt(x) is odd (or only when wt(x) is even), f (x) can be arbitrary for wt(x) < n 2 − 1.
By computing d(f, l), where l is the affine form x 1 + ... + x n or x 1 + ... + x n + 1, and applying Corollary 6, we have the conclusion of Corollary 7 immediately.
II Proof of Theorem 3, 5 and Corollary 6
The basic idea of the proof of the main results is that we consider the properties of the restrictions of Boolean functions to some affine subspaces.
Proof of
Proof of Theorem 5. Let l 1 , ..., l r be r linearly independent affine forms which define the affine subspace L, that is, L is defined by l 1 = ... = l r = 0. Considering the Boolean function f | L as a Boolean function of n − r variables, if its algebraic immunity is smaller d − r, we have a Boolean function g ′ of n − r variables of algebraic degree at most
Thus the Boolean function g = (l 1 + 1) · · · (l r + 1)g ′ can be think as a Boolean function of n variables of algebraic degree at most d. We have gf = 0 or g(1 + f ) = 0. This is a contradiction. Therefore the algebraic immunity of f | L is at least d − r + 1, we have the conclusion of 1) from the Theorem 1.
From Theorem 5 we have another proof for the lower bound on the nonlinearity of Boolean functions with maximum possible algebraic immunity (see [11] [12] [13] ) as follows.
Proof of Corollary 6. We apply 1) to the affine subspace of codimension 1. Let L 1 and L 2 be the affine subspace defined by l = 0 and l = 1, where l is an arbitrary affine form. We have
n−1 ) when n is odd, and 2 n−2 − C n 2
n−1 when n is odd, and
n−1 when n is even. The conclusion follows directly.
III Lower Bound of AI for Symmetric and Rotation Symmetric Boolean Functions
In this section we use the main result to prove some lower bounds for algebraic immunity of symmetric and rotation symmetric Boolean functions.
III A Symmetric Boolean Functions
Corollary 8. Let f be a n variable symmetric Boolean function with simplified value vector
If the condition of Corollary 8 is satisfied, Example 1. Let f = 1 + σ 1 + σ 3 + σ 4 + σ 5 + σ 6 be a 7 variable symmetric Boolean function, where σ i is the degree i elementary homogeneous symmetric function. Then its simplified value vector can be computed from [16] , Proposition 2. v f = (1, 0, 1, 1, 0, 0, 1, 0) . From Corollary 7 we have U > 8, then AI(f ) ≥ 2.
Example 2. Let f = 1 + σ 2 + σ 3 + σ 6 + σ 8 + σ 10 + σ 11 be a Boolean function of 12 variables. Then we can compute its simplified value vector v f = (1, 1, 0, 1, 1, 1, 1 , 0, 0, 0, 0, 1, 0). We have U = 50 > 48, then AI(f ) ≥ 3.
Example 3. Let f be a 15 variable symmetric Boolean function f = σ 2 +σ 4 +σ 6 +σ 10 +σ 12 +σ 14 . Then we have its simplified value vector v f = (0, 0, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 0, 0, 1, 1) . Then U = 246 > 240 and AI(f ) ≥ 5 Example 4. Let f be a n variable symmetric Boolean function,
The symmetric Boolean function is defined as follows.
f (x) = 1, wt(x) ∈ I f (x) = 0, wt(x) ∈ J Let t be the smallest positive integer such that C i
It is obvious that t is asymptotically less than ilog 2 n. This family of Boolean functions have their algebraic immunities asymptotically larger than n/2 − ilog 2 n + i − 1.
III B Rotation Symmetric Boolean Functions
Rotation symmetric Boolean functions (RSBF) were introduced and studied in [17] for the purpose of fast hashing. A Boolean function f on F n 2 is called rotation symmetric if f (x 1 , x 2 , ..., x n ) = f (x n , x 1 , ..., x n−1 ) for any (x 1 , x 2 , ..., x n ) ∈ F n 2 . The experimental studies of the algebraic immunity of RSBF was initiated in [11] . In this subsection we use our main results to prove some lower bounds for RSBF.
Example 5. Let f be a rotation symmetric Boolean function of 6 variable
This is a bent function (see [20] ).
We consider the two affine subspaces L 1 (respectively L 2 ) in F 6 2 defined by x 1 = x 2 = x 3 = 0(respectively x 1 = 1, x 2 = x 3 = 0). It is easy to check that S 1 ((1 + f )| L 1 ) has 7 points (in L 1 ) and S 1 (f | L 2 ) has 5 points( in L 2 ). Thus the annihilator functions of 1 + f (respectively, f ) has degree at least 2 or is zero on L 1 (respectively L 2 ). In the later case, this implies that annihilator function of 1 + f (respectively, f ) is zero on any rotation transformation of L 1 (respectively, L 2 ). From this observation, we have AI(f ) ≥ 2.
Example 6 Let f be a rotation symmetric Boolean function of 6 variable
This is a balanced Boolean function of nonlinearity 24 and ∆(f ) = 16( where ∆(f ) = max α∈F n 2 ,α =0 {wt(f (x), f (x + α))}), which also satisfies P C(1) criteria (see [20] ).
Considering the two affine subspaces L 1 (respectively L 2 ) in F 6 2 defined by x 1 = x 2 = x 3 = 0(respectively x 1 = 1, x 2 = x 3 = 0), it is easy to check that
Thus the annihilator functions of 1 + f (respectively, f ) has degree at least 2 or is zero on L 1 (respectively L 2 ). In the later case, this implies that annihilator function of 1 + f (respectively, f ) is zero on any rotation transformation of L 1 (respectively, L 2 ). From this observation, we have AI(f ) ≥ 2.
Example 7. Let f be a rotation symmetric Boolean function of 6 variable f = x 1 x 2 x 3 + x 2 x 3 x 4 + x 3 x 4 x 5 + x 4 x 5 x 6 + x 5 x 6 x 1 + x 6 x 1 x 2 +x 1 x 4 + x 2 x 5 + x 3 x 6 + x 1 x 3 x 5 + x 2 x 4 x 6 + x 1 x 2 x 3 x 4 + x 2 x 3 x 4 x 5 + x 3 x 4 x 6 x 1 + x 1 x 2 x 3 x 4 x 5 + x 2 x 3 x 4 x 5 x 6 + x 3 x 4 x 5 x 6 x 1 + x 4 x 5 x 6 x 1 x 2 + x 5 x 6 x 1 x 2 x 3 + x 6 x 1 x 2 x 3 x 4 This is a balanced Boolean function with nonlinearity 24 and ∆(f ) = 40, which satisfies P C(2) criteria (see [20] ).
We consider two affine subspaces L 1 (respectively L 2 ) in F 6 2 defined by x 1 = x 2 = x 3 = 0(respectively x 1 = 1, x 2 = x 3 = 0). It is easy to check that S 1 ((1 + f )| L 1 ) has 7 points (in L 1 ) and S 1 (f | L 2 ) has 5 points( in L 2 ). Thus the annihilator functions of 1 + f (respectively, f ) has degree at least 2 or is zero on L 1 (respectively L 2 ). In the later case, this implies that annihilator function of 1 + f (respectively, f ) is zero on any rotation transformation of L 1 (respectively, L 2 ). From this observation, we have AI(f ) ≥ 2.
It is clear that each orbit in F n 2 under the circular action ρ(x 1 , x 2 , ..., x n ) = (x n , x 1 , ..., x n−1 ) contains h(where h is a factor of n) elements. On the other hand the orbit of a weight i vector in F n 2 under the action of all permutations contains C i n elements, which is the union of orbits of circular action.
